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Identity theft or identity fraud is the taking of a victim’s identity to obtain credit and
credit cards from banks and retailers, steal money from a victim’s existing accounts,
apply for loans, establish accounts with utility companies, rent an apartment, file
bankruptcy, or obtain a job using the victim’s name. Thousand of euros can be stolen
without the victim knowing about it for months or even years.

The imposter obtains your personal information and takes over your identity. Once
this is done, they can apply in person for instant credit or through the mail posing as
you. They often claim they have moved and provide their own address. Once the first
account is opened, they can continue to add to their credibility.

They get the information from your doctor, lawyer, school, health insurance carrier
and many other places. “Dumpster divers” pick up information you may have thrown
away, such as utility bills, credit card slips and other documents.

SOME METHODS IDENTITY

THIEVES USEK
* Changing your address. They divert your mail
by completing a change of address form.

- Steal. They steal your mail, wallets or purse.

« Dumpster diving. They rummage through trash
in search of cancelled checks, credit card and
bank statements, bills, pre-approved offers, etc.

* Phishing. They pretend to be financial
institutions or companies and send spam
or pop-up messages to get you to reveal
personal information.

« Skim. Dishonest merchants secretly copy
the magnetic strip on the back of your credit
or debit card when processing your card.

- Computers. They hack into a computer that

Identity thieves may contains your personal records.

steal the social security

numbers and identities - Shoulder surf. They watch you in a public
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histories and it may be

many years before the - Cell phone camera. They take a photograph

theft is discovered. with their cell phone while you are using your
credit card.
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SOME TIPS TO PREVENTING
IDENTITY THEFT

* Do not give out personal information on the
phone, through the mail, or over the Internet
unless you initiated the contact or know who
you are dealing with.

» Shred all documents that contain personal
information.

* Minimize the identification information and
the number of cards you carry around. Take
only what you need.

+ Pay attention to billing cycles. Follow up
with creditors if bills do not arrive on time.

* Be alert when you are out that nobody is
standing right behind you when you are handling
a personal matter with financial information.

* Memorize your passwords or pin numbers.

* Burglar proof what is inside of your home,
especially your personal records.

Half of identity thefts
are committed by
someone the victim
knows
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Developed With Assistance From
The National Crime Prevention Council

For more information on these and other crime
prevention topics, visit www.ncpc.org




